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Bonjour,


Je rencontre un problème avec mon serveur Squid pour afficher quelques sites en HTTPS.

Je n'arrive pas à comprendre la logique car la plupart passent bien et d'autre me retournent une erreur type "Échec de la connexion sécurisée".


Quelques exemples de sites qui ne traversent pas le proxy : https://bitly.com, https://www.velomacchi.com, https://www.raise3d.com/


J'imagine que leur configuration TLS est différente d'autres sites mais je ne sais pas en quoi.


Je remarque des différences avec Wget et openssl connect.


Est-ce que quelqu'un peut éclairer ma lanterne ?


Merci d'avance 


root@cache:~# wget https://bitly.com
--2018-07-03 13:23:20--  https://bitly.com/
Résolution de bitly.com (bitly.com)… 67.199.248.15, 67.199.248.14
Connexion à bitly.com (bitly.com)|67.199.248.15|:443… connecté.
GnuTLS: The TLS connection was non-properly terminated.
Incapable d'établir une connexion SSL.


root@cache:~# wget https://www.lemonde.fr
--2018-07-03 13:24:33--  https://www.lemonde.fr/
Résolution de www.lemonde.fr (www.lemonde.fr)… 93.184.220.239
Connexion à www.lemonde.fr (www.lemonde.fr)|93.184.220.239|:443… connecté.
requête HTTP transmise, en attente de la réponse… 200 OK
Taille : 382094 (373K) [text/html]
Sauvegarde en : « index.html »

index.html            100%[=======================>] 373,14K  --.-KB/s    in 0,01s   

2018-07-03 13:24:33 (37,2 MB/s) — « index.html » sauvegardé [382094/382094]


root@cache:~# openssl s_client -connect bitly.com:443
CONNECTED(00000003)
write:errno=0
---
no peer certificate available
---
No client certificate CA names sent
---
SSL handshake has read 0 bytes and written 176 bytes
Verification: OK
---
New, (NONE), Cipher is (NONE)
Secure Renegotiation IS NOT supported
Compression: NONE
Expansion: NONE
No ALPN negotiated
SSL-Session:
    Protocol  : TLSv1.2
    Cipher    : 0000
    Session-ID: 
    Session-ID-ctx: 
    Master-Key: 
    PSK identity: None
    PSK identity hint: None
    SRP username: None
    Start Time: 1530617494
    Timeout   : 7200 (sec)
    Verify return code: 0 (ok)
    Extended master secret: no
---


root@cache:~# openssl s_client -connect www.lemonde.fr:443
CONNECTED(00000003)
depth=2 C = US, O = DigiCert Inc, OU = www.digicert.com, CN = DigiCert Global Root CA
verify return:1
depth=1 C = US, O = DigiCert Inc, CN = DigiCert SHA2 Secure Server CA
verify return:1
depth=0 C = US, ST = California, L = Los Angeles, O = "Verizon Digital Media Services, Inc.", OU = Technology, CN = www.atanar.net
verify return:1
---
Certificate chain
 0 s:/C=US/ST=California/L=Los Angeles/O=Verizon Digital Media Services, Inc./OU=Technology/CN=www.atanar.net
   i:/C=US/O=DigiCert Inc/CN=DigiCert SHA2 Secure Server CA
 1 s:/C=US/O=DigiCert Inc/CN=DigiCert SHA2 Secure Server CA
   i:/C=US/O=DigiCert Inc/OU=www.digicert.com/CN=DigiCert Global Root CA
 2 s:/C=US/O=DigiCert Inc/OU=www.digicert.com/CN=DigiCert Global Root CA
   i:/C=US/O=DigiCert Inc/OU=www.digicert.com/CN=DigiCert Global Root CA
---
Server certificate
-----BEGIN CERTIFICATE----------END CERTIFICATE-----
subject=/C=US/ST=California/L=Los Angeles/O=Verizon Digital Media Services, Inc./OU=Technology/CN=www.atanar.net
issuer=/C=US/O=DigiCert Inc/CN=DigiCert SHA2 Secure Server CA
---
No client certificate CA names sent
Peer signing digest: SHA512
Server Temp Key: ECDH, P-256, 256 bits
---
SSL handshake has read 5229 bytes and written 302 bytes
Verification: OK
---
New, TLSv1.2, Cipher is ECDHE-RSA-AES128-GCM-SHA256
Server public key is 2048 bit
Secure Renegotiation IS supported
Compression: NONE
Expansion: NONE
No ALPN negotiated
SSL-Session:
    Protocol  : TLSv1.2
    Cipher    : ECDHE-RSA-AES128-GCM-SHA256
    Session-ID: 0E51A945BFF7BD5964A4092BF29390DFCF0C734F75B9FE1DA4A2920A66F03F3A
    Session-ID-ctx: 
    Master-Key: 5754E8D5C100C3FF354B19A1B5504FA762F9E16765FEB769CF7A517F80F645A164C0D2EB02A9A72F1B7FCAD00D7FBC98
    PSK identity: None
    PSK identity hint: None
    SRP username: None
    TLS session ticket lifetime hint: 7200 (seconds)
    TLS session ticket:
    0000 - 8d c5 b5 6c 88 e7 47 58-bf e7 be 8f bb c6 6d d3   ...l..GX......m.
    0010 - a4 f3 bb 0e 87 62 c7 1f-ae 4d e6 7b 94 9d 77 2c   .....b...M.{..w,
    0020 - 7d f6 8c 21 62 3b bb 11-05 c3 ea 1c c4 2c fe 72   }..!b;.......,.r
    0030 - 55 a9 f4 b5 b9 b1 86 e2-a5 68 e4 08 3b 36 85 c2   U........h..;6..
    0040 - 27 5c 9f bf 97 31 ae fe-b1 cd f7 56 be a7 60 c3   '\...1.....V..`.
    0050 - a5 78 42 dc 8b f8 6b b7-30 94 d9 6d 4c 5a 19 e0   .xB...k.0..mLZ..
    0060 - aa 67 cb 47 fd ca 68 19-3c 27 31 3c 5a 84 69 5d   .g.G..h.<'1<Z.i]
    0070 - 07 4f 30 5a 2e ff 7d bc-36 d1 90 f8 28 06 09 58   .O0Z..}.6...(..X
    0080 - 26 a8 4d ff 87 36 ab 44-27 33 f8 2f b3 05 70 1d   &.M..6.D'3./..p.
    0090 - 45 3e c1 ab 85 c8 c4 55-89 5b 01 44 b7 39 02 b0   E>.....U.[.D.9..

    Start Time: 1530617635
    Timeout   : 7200 (sec)
    Verify return code: 0 (ok)
    Extended master secret: yes
---
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